A Icahn School Windreich Department of ° J
of Medicine at Artificial Intelligence and °

Mount Human Health

Sinai [ ] ﬁ

Requesting Access to AIR-MS Data
Modalities

Standard operating procedure (SOP) for all Mount Sinai Users.

Contact:

For questions or in case of technical problems, please contact:

AIR-MS Support (airms-support@mssm.edu)
AIR-MS Info (airms-info@mssm.edu)
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This document provides step-by-step instructions for all Mount Sinai Users on the procedure for
requesting AIR-MS Data Modalities via SailPoint.

Mount Sinai Employee/Researcher Prerequisites:

1. An Active Mount Sinai Account.

On Mount Sinai Network or connected to Mount Sinai VPN.

3. Access to PHI via AIR.MS requires an IRB-approved protocol detailing the scope of AIR.MS utilization.
You may reference AIR.MS in your protocol as follows: “We will utilize the AIR.MS platform (IRB # 20-
01288) to access and store our data.” Be sure to specify in your study protocol the types of data you
will access through AIR.MS for your project.

4. Forinquiries, please contact airms-info@mssm.edu.
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HPI Employee/Researcher Prerequisites:

An Active Mount Sinai Account.

On Mount Sinai Network or connected to Mount Sinai VPN.
An approved IRB for data access, MSSM regulatory team.
For inquiries, please contact airms-info@mssm.edu.
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Step 1: Login to SailPoint

e Navigate to SailPoint.
e Enter your Mount Sinai Username and Password.

e Click Login

SailPoint

Access Requests

A

Mount
Sinai

Username

Password

Log in with your network id and password.

Step 2: Request Access to AIR-MS

e Once on the home screen, select the “Request Access” options.

& Home


https://sailpoint.mountsinai.org/login.jsf?prompt=true
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Step 3: User Identification

e In the provide search bar, input the desired user’s Full Name or Life Number.

Find and seiect users for whom you want to manage access.

Choose one or more people to begin the request

Tips:
+ Search for people by last name, network ID or life number.
* [ the listed manager is incorrect, do not make a request - instead read Instructions for updating manager

- Search Users B

Step 4: User Selection

e Locate and click the checkmark adjacent to the user’s name. Ensure the checkmark
change color, indicating successful selection.

-o LEWIS LO

Manager: MANBIR SINGH

Director: MAMBIR SINGH

Status: Active

Department: Al and Human Health - ISM

Hospital Metwork ID: lol01
More

Step 5: Managing AIR-MS Access

e Click on the “Next” button or select the “Manage Access” tab.

Select Users Manage Access s
Find and select users for whom you want to manage access. Add access for the users you've selected. i

Add Access Current Access

Filter Instructions

Tips:

« For an Application or Role access request, select "IT" from the "Role Type" filter below.

« Click on Request Application Access instructions for more details.

« To search for PRINTI only, select the Type" filter and choose the corresponding value.

Search By Keywords v Search Access n Y Filters v
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Step 6: Access Type

e Inthe "Search By Keywords" textbox, input one of the appropriate access options, as
shown below. (Incorrect group requests will result in the request being denied.)
o For Mount Sinai Employee/Researcher

= AIR.MS Production SYNPUF OMOP (MSSM) — Automatic approval after
submission.

= AIR.MS Production MSDW OMOP De-ID (MSSM) - Automatic approval
after submission.

= AIR.MS Production MSDW OMOP PHI (MSSM) - Requires IRB-approved
protocol detailing the scope of AIR.MS utilization.

= AIR.MS Production Pathology metadata PHI (MSSM) - Requires IRB-
approved protocol detailing the scope of AIR.MS utilization.

= AIR.MS Production Radiology metadata PHI (MSSM) - Requires IRB-

approved protocol detailing the scope of AIR.MS utilization.

Search By Keywords v AIR.MS Production OMOP (MSSM) B T Filters w

o For HPI Employee/Researcher

= AIR.MS Production SYNPUF OMOP (HPI) — Automatically granted during
onboarding.

= AIR.MS Production MSDW OMOP De-ID (HPI) - Requires CITI Training and
added/linked to Mount Sinai.

= AIR.MS Production MSDW OMOP PHI (HPI) - Requires to be added to IRB.

= AIR.MS Production Pathology metadata PHI (HPI) - Requires to be added
to the Data Science Protocol IRB.

= AIR.MS Production Radiology metadata PHI (HPI) - Requires to be added

to the Data Science Protocol IRB.

Search By Keywords v AIR.MS Production OMOP (HPI) n Y Filters v
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Step 7: AIR-MS Access Selection

e Click the checkmark corresponding to the desired access. Verify that the checkmark
color changes, confirming your choice.

° AIR.MS Production MSDW OMOP PHI (MSSM) Details

Type: Fiole Owner: Workgroup: Dept of Al Reguiatory Team

AIRMS Production MSDW OMOP PHI (HPI)

Type: Role Owner Workgroup: HPI MS Regulatory Team approval

Step 8: Submission Review

e Click "Next" or navigate to the "Review and Submit" tab.

Select Users Manage Access Review and Submit o
F Ad access for the Users you Ve selected. Lok over your selections and confirm.

3 A1 ST USErs T6r Whom you want 10 MAnage BEcess.

Users Selected: LEWS LO

Add Access @

% AIR.MS Production MSDW OMOP PHI (MSSM) #  Dotals

Type: Roie Owner: Workgroup: Dept of Al Reguiatory Team

2 Manage Access Review and Submit o
A0 200088 for tho Users

1 Select Users
Finl and seloct e ou've selectod Look aver your selections and confirm.

s for whom you want 19 Manage access.

Identities: Selected: LEWIS LD

Add Access ©@

x  AIR.MS Production MSDW OMOP De-ID (HP1) ®  Dotis

Type: Aol Owner: Workgroup: HP! MS Reguiatary Team approval

% AIR.MS Production MSDW OMOP PHI [HP1) #®  Dotais

Type: Role Owner: Workgroup: HPI MS Regulstory Team sppeovel

¥ AIR.MS Production Pathology metadata PHI (HPT) ®  Detais

Type: Fole Owner: Wiorkgroup: HP1 MS Reguiatory Team appeoval

Step 9: Finalize AIR-MS Access Request

e Carefully review your selection and Click “Submit”.
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Step 10: Request Confirmation Pop-Up

e The following pop-up will appear, choose the “Complete Form” option to proceed.

More Info Needed

More information is needed to complete your request. Fill out the form to provide additional information.

Identity: LEWIS LO

Complete Form

Step 11: Forms Submission

e Fill out the form the “Complete Work Item” form as shown below followed by the

AIR-MS DUA on REDCAP.

Complete Work Item

Provisioning form for LEWIS LO

- Please click here to fill out the AIR.MS DUA.

AIR.MS Provisioning

Please identify your position *

| v

Lead Investigator Name *

v
Project Lead Name (if different from lead investigator)

v
Project Name *
Project Description *
IRB #*
Team Members Name *

A
Team Members Email Address
Anticipated end date of project *

mm/dd/yyyy [::]

Will the acq files, data, algori , or ather models be utilized presently or at any point in the future
for commercial objectives *

v

[[] Please certify that you have filled out the redcap AIR.MS DUA form from the above link

Complete Later n
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Step 12: REDCAP Form Submission

e Fill out the form the AIR-MS DUA on REDCAP form as shown below.

Al-Ready Mount Sinai (AIR.MS) Data Use Agreement

Requestor’s First and Last Name |

* must provide value

Requestor's MSSM Email Address

* must provide value

Requestor's Department/Organization

* must provide value

Requestor's Position/Title

* must provide value

Requestor’s Life Number

* must provide value

Today's Date Today | M-D-¥

* must provide value

e For the selection below, upload your IRB Protocol. Ideally, in this protocol, you will have

cited your intention to access data via the AIR-MS platform (IRB # 20-01288). For more

information on IRB Protocol, please refer to FAQ section.

Upload Approved IRB Protocol:

Be sure to submit a modification to your protocol to the IRB to include AIR.MS as a method through which data

will be retrieved. Your amendment can be written simply like this:

We will use AIR.MS (IRB # 20-01288) to look at the following data [List data categories or reference them from

another part of your protocol].

* must provide value

I Upload file

If you don't have a copy of your approved IRB Protocol, please contact your PI.

Step 13: Internal IRB and IT Review

e This request will then be reviewed by the AIR-MS Admin Team along with the IRB Team

to confirm all documentation is valid.


https://redcap.mountsinai.org/redcap/surveys/?s=W89LEF8RTXDYCDE8
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Step 14: Approval or Denial of Access

e The requester will receive email after the internal IRB/IT Review has been completed,

stating whether access has been granted or denied.

10
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FAQ

e What do | do if my access request is denied?

o You will be notified via email by the AIR-MS or IRB team, detailing the specific
grounds for the denial of your request. This correspondence will also include
comprehensive guidance on corrective measures that can be undertaken to
address the identified issues.

e Whatisan IRB?

o The Institutional Review Board (IRB) is a committee established to review and
approve research involving human subjects. Its primary purpose is to ensure that
the rights, welfare, and privacy of subjects are protected. The IRB also ensures
that research is conducted in accordance with all federal, state, and institutional
regulations.

e Can | access data without an approved IRB?

o There is some data you can access without an approved IRB this may include
aggregate or de-identified data, but it is important you communicate clearly
what data you will need and the two parties will reach a determination about
the necessity of IRB approval together.

e How long does this process take?

o The estimated turnaround time is 7-10 business days. Please note, that this
timeframe is subject to variation in cases where the documentation provided is
incomplete or insufficient. We advise ensuring all necessary documents are
submitted promptly to avoid delays.

e How do | track the progress of my access request?

o You may monitor the status of your request by logging into the SailPoint system

or by contacting the AIR-MS Team at airms-info@mssm.edu for assistance and

updates.

11
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e What is the best way to contact an AIR-MS team member to obtain support throughout

this process?
o Foranyinquiries or concerns related to support during the process, please do
not hesitate to contact our dedicated support team at airms-

support@mssm.edu. Our team is available to assist you at any stage of the

process and is committed to providing prompt and efficient assistance.

12
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