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Overview

• About the API

• Current User Statistics

• Existing Policies and Standards

• API Usage Policy

• Future Steps
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About the API

• REDCap offers a set of API endpoints 
for retrieving data from their database

• Some of the endpoints trigger simple 
queries which are very easy to handle

• Others are more complex and much 
slower, which can block the ability of 
others to access services

• We have issued nearly 1000 tokens to 
enable user code to connect to the API 
the past few years

• In the past 12 months: we’ve had 
recurring outages due to user code

API 
Requests

REDCap
Server

Researcher Researcher Researcher
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Current State: API User Statistics

• In the past 6 months (since 8/7/25):
• 236 separate projects

• 120 unique users

• Top 10 users responsible for 92% of API calls

• Top 20 users responsible for 97% of API calls

• We are implementing a new policy to increase REDCap reliability

Mount Sinai / REDCap API Policy Town Hall / Feb 28, 2025



Best Practices: Existing Policies and Standards

• Several existing standards exist 
(ex. UT Southwestern)

• There are also several software 
libraries already written which 
can help with writing 
standardized, safe code (ex. 
PyCap)
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API Usage Policy 

• Using existing standards, we 
drafted a brief policy for API usage 
based on existing policies in other 
organizations

• Addressed using best practices 
suggested by Vanderbilt, using 
existing coding libraries, testing, 
throttling requests, monitoring, 
etc.
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Implementation

• The policy includes user training, agreement to abide by best practices, 
monitoring, revalidation, revocation policies

• All existing user code needs to be validated in our user environment before 
usage

• Will phase in over Q1 2025 to groups of users in batches, addressing high API 
usage researchers first in a targeted fashion

• Will iterate and update the policy as needed
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REDCap Token and Application Programming Interface (API) -  Use Process and Policy 1.1
Scientific Computing and Data, Icahn School of Medicine at Mount Sinai, February 07, 2025

Mount Sinai’s REDCap instance enables users to request REDCap data using their 
own code via REDCap API calls. This policy is intended to ensure a reliable and 
responsive REDCap experience for all users.

The process and policy are as follows:

1. Raise a JIRA Ticket at https://scicomp.mssm.edu/jira/servicedesk/customer/portal/9 to 
request an API Token

• REDCap Admin will provide a link to fill out the Registration Form. Please complete the request 
form at https://redcap.mountsinai.org/redcap/surveys/?s=FHWC9FWAAEL9RREP.

• Provide justification for the token, including any feature requests.

• Please note: REDCap API tokens are user and project specific.

• Attest and signoff to best practices and this policy

• Attestation and signoff to best practices and policy must be agreed to annually.

• Absence of attestation and signoff will result in API tokens being revoked.

• A token will only be issued upon user agreement to this process and policy.
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2. Consider reusing existing code from these sites:

https://github.com/d3b-center/d3b-redcap-api-python 

https://redcap-tools.github.io/PyCap/ 

https://cran.r-project.org/web/packages/REDCapR/ 

https://github.com/nutterb/redcapAPI
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3. Develop your code using best practices: 

https://www.utsouthwestern.edu/edumedia/edufiles/about_us/admin_offices
/academic_information_services/redcap/best-practices-apis.pdf 

Connect to the REDCap API using Python, R, Java, and other languages here: 
https://confluence.research.cchmc.org/display/CCTSTRED/REDCap+API+Examp
les 

Multiple API requests must be limited to no more than 3 per minute. 

If API requests return significant data (> 500 kilobytes) or require significant 
calculation (for instance, joining multiple datasets) use a more conservative 
rate of no more than 1 query every 5 minutes. 

Use sleep functions in languages such as R and Python to pause your script 
between API requests.
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4. Test user-developed API request code in the REDCap QA environment

• After completing the Registration Form, please sign up in REDCap QA with 
your network id and password. 

• REDCap admin will generate an API Token in QA for the username in QA.

• User is responsible for setting up a test project and testing the code in QA.

• If your code does not impact the performance of the REDCap QA 
environment, you must confirm in the registration form 
https://redcap.mountsinai.org/redcap/surveys/?s=FHWC9FWAAEL9RREP 
that the code was tested, and it is ready to release to production.

• The REDCap team will award you a token to use in the production REDCap 
environment.
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5. Deploy and run your code in the production REDCap environment
All use in the REDCap production environment is monitored.
If your code impacts the responsiveness of the REDCap production 
environment in any way, your token will be suspended. 
Once your token is suspended, you will need to test your code again in the 
REDCap QA environment.
If your code impacts the responsiveness of the REDCap repeatedly, your access 
to tokens may be revoked.
If you need to make any changes to your code after it has been moved to the 
REDCap production environment, then you must re-test your code in the 
REDCap QA environment.
Tokens that are unused after six months will be automatically revoked.
To recertify for a new token, the process described above must be initiated 
anew
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Appendix - REDCap API Token Registration Form

-Name: ____________________________

- Email: ____________________________

- PI name: ____________________________

- Department: ____________________________

- Project name: ____________________________

- Project id: ____________________________

- Why do you need the token? ____________________________

- Any special features you need ____________________________

- Do any of the following API code repositories meet your needs (please check):
[] PyCap (https://redcap-tools.github.io/PyCap/)
[] REDCapR (https://cran.r-project.org/web/packages/REDCapR/)
[] redcapAPI (https://github.com/nutterb/redcapAPI)
[] d3b-redcap (https://github.com/d3b-center/d3b-redcap-api-python)
[] I cannot use any of the above

- {Link to training, link to policy}

[] I attest to reading the REDCap API policy, and completed training
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Plan for REDCap API rollout: Target Completion Status

Q4 2024

Finalize the API token policy, with active hyperlink endpoints and implement. 11/26/24 Completed

Finalize the REDCap form for “REDCAP API Token Registration” and implement. Completed

UAT the API request forms, user email, and validate revocation process and procedure. Completed

Generate and confirm the current API user list with PI and projects. Completed

Contact API users from last six months to inform them of the API policy and town halls 12/9/24 Completed

Prepare materials for town halls 12/11/24 Completed

Hold town hall #1 12/12/24 Completed

Hold town hall #2 12/17/24 Completed

Prepare plan for montoring and assessing compliance for testing in QA 12/31/24 Completed

Q1 2025

Update REDCap QA environment to 15.0.11 2/14/2025 Completed

Move QA to Enterprise cluster 3/7/2025 In progress

Divide recent API users into logical groups and schedule them to test in QA 4/2/25 (Tentative) In progress

Determine how to monitor API and database logs during testing windows and collect telemetry 4/2/25 (Tentative) In progress

Identify any new API requests and ensure they have agreed to the policy and schedule them to test in QA 4/2/25 (Tentative) In progress

Conduct testing and monitor 4/2/25 (Tentative) In progress
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